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Be part of a Great West Indian Tradition 

The University of the West Indies (UWI) is a well‐established independent university that serves mainly the English‐speaking territories of the West Indies. These countries listed hereunder all contribute to the UWI: 

Anguilla, Antigua & Barbuda, The Cayman Islands, The Commonwealth of the Bahamas, Barbados, Belize. The British Virgin Islands, The Commonwealth of Dominica, Grenada, Jamaica, Montserrat, St. Christopher & Nevis, St. Lucia, St. Vincent & the Grenadines, The Republic of Trinidad & Tobago. 

Our annual output of graduates, Caribbean‐focused research and policy advice provided to governments and the private sector, continue to have a profound influence on the English‐speaking Caribbean, contributing to the region’s stability and its relative well​being. 

OUR HISTORY 

The UWI is the oldest, fully regional institution of higher learning in the Commonwealth Caribbean. 
The UWI began at the Mona Campus, Jamaica, in 1948 as a College of the University of London; and in 1962 achieved full university status. The St. Augustine Campus in Trinidad and Tobago was established in 1961 and in 1963 a third Campus was established at Cave Hill in Barbados. In 2008 The University established a fourth Campus – The Open Campus – to better manage and expand multi‐mode delivery of its programmes. 

OUR FACULTIES 

The seven faculties of The UWI offer a wide range of Undergraduate, Master’s and Doctoral programmes in Food and Agriculture, Humanities and Education, Engineering, Law, Medical and Veterinary Sciences, Science and Technology; and Social Sciences. Several of these programmes are delivered through the distance mode. 

Visit us online at www.uwi.edu to find out more about The UWI or www.sta.uwi.edu for more on the St. Augustine Campus and the region we serve! 
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Campus Information Technology Services
The St. Augustine Campus Information Technology Services (CITS) is responsible for supporting the Campus community in its implementation and use of Information and Communication Technology.  The main facility of CITS is the former Computer Centre.  This Centre houses the larger of two Main Equipment Rooms (MER).  These two installations interconnect via multimode and singlemode fibre  at 10GBs, forming the heart of a dual star topology. This constitutes the backbone of the University’s Campus Area Network (CAN).

CITS currently supports the following software applications: MS Productivity Tools, Moodle, Oracle, SunGard SCT Banner, PeopleSoft and Macromedia Dreamweaver as well as a number of underlying services, such as: DNS, DHCP, AD, E-Mail, Internet access, etc.
DUTIES OF THE SYSTEMS ENGINEER 

To perform this job successfully, an individual must be able to perform each essential duty satisfactorily. The requirements listed below are representative of the knowledge, skill, and/or ability required.

· Good knowledge and expertise in networking, security, communications and video surveillance
· Good knowledge of the Information and Communication Technologies utilized by the University
· Ability to comprehend, analyze and research problems of a complex nature, make judgement decisions and recommendations as to their solution
· Ability to respond quickly in emergency situations, and work non-standard hours if the situation dictates
· Ability to handle extreme workloads
· Ability to analyze complex production control problems and select corrective action
· Ability to work in a team environment or independently with general guidelines
· Ability to read, analyze, and interpret documents and technical procedures
· Ability to write reports, routine business correspondence, systems/services procedures and tender documents
· Ability to effectively present information and respond to questions from managers, clients and customers
· Ability to solve practical problems and deal with a variety of concrete variables in situations where some standardization exists
· Ability to communicate ideas to others in a clear and precise manner
· Network Architecture Design & Engineering
· Network Security Architecture Design & Engineering
· Able to configure Virtual LANs, Access Control Lists, Routing and QoS
· Administration of the Campus’s Toshiba Telephony System
· Technical support for the Campus’s Bosch Video Surveillance System
Required Qualifications

· MSc degree or equivalent from a recognised    university in MIS, Computer Science, Mathematics or a related field
· Professional Certifications such as CCNA, CCNP

Experience
· At least two (2) years of experience in network management and/or systems security, and/or multimedia projects
· At least three (3) years’ experience at a System       Engineer level. CCNA or CCNP certifications
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· Experience with EGP/IGP Routing and Switching protocols, and QoS implementations specifically on Cisco networking

· Experience with network management platforms, such as: Cisco LMS and SolarWinds
· Detailed understanding of wireless technologies / protocols
· Installation and configuration of networking equipment in a CAN/WAN environment, comprising: Cisco ISR, Cisco ASR, Cisco ASA, Fortigate, Catalyst 6506E, Catalyst 2960, 3560 & 3750X series switches, Single-Mode and Multimode fibre backbone cabling


· Technologies: -TCP/IP, IPSec VPNs, IP routing protocols (BGP & EIGRP), VLANs, access-lists, policy based routing and security


· Video Surveillance Systems that integrate 100-1000 analogue/IP cameras, video management systems


· Telephony Systems comprising in excess of 2000 analogue/digital/IP endpoints, MDF/IDF and internal CAT-3 cabling systems, dial plans, Least Cost Routing, T1/E1 configuration, systems programming, troubleshooting


· Services: - WAN; Leased Lines, ADSL, ISDN, VPNs, security access-lists, web-content filtering, WAN troubleshooting, some exposure to SMTP mail
· LAN services - VLANs, security, port configuration, LAN testing, LAN troubleshooting
· Understanding of authentication and authorizing mechanisms, such as: Microsoft Active Directory, LDAP, RADIUS, Certificate based authentication, etc.

· Business Continuity and Disaster Recovery planning and implementation
· Working knowledge of Internet Services and their provision

Core Expertise/Area of Concentration

· Broad Knowledge of IT and IT Security Standards

· Responsibility for performing or assisting in the engineering, installation, operation, and maintenance of the core IP infrastructure and network. 

· Work with LAN IP switching technology, Internet routers, TCP/IP, Ethernet, firewalls, and other associated systems and equipment utilized on the network. 

· Ability to configure Virtual LANs, Access Control Lists, Routing and QoS.

· Administration of the Campus’ Toshiba Telephony System.

· Technical support for the Campus’ Bosh Video Surveillance System.

· Provision of baseline network support, including planning, scheduling and directing the activities of contractors.

· Playing a role in recommending and implementing cost effective network solutions within the framework of IT strategies & architectures. 

· Recommend technical and strategic direction. 

· Maintain relationships with vendors and network service providers in procurement and problem tracking and resolution. 

· Support IT activities outside of Networking as necessary. 

· Network Architecture Design & Engineering. 

· Network Security Architecture Design & Engineering. 
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Special Expertise/Area of Concentration

· Core Microsoft Server Technologies, Active Directory Networking Web Services, Windows 2010/2013, Exchange Server, DHCP, DNS, VMware and other related services
· Diversified experience working with Cisco LMS, Cisco Secure ACS Server, Cisco ASA Firewalls, FortiGate UTM devices, Cisco ASR/ISR routers, PKI and VPN
· Knowledge of cryptographic algorithms and protocols

· Experience in the design and specifications of Video Conferencing facilities (polycoms, projectors, plasmas, amplifiers, switchers, scalars, AMX/Questron controllers, etc.)

· Familiarity with ITU-T communication system standards MPEG Video or G.72x or MPEG Audio   compression standards
· Familiarity with UDP/TCP/IP/GRE, RSVP, RTP and RTSP multimedia streaming protocols
· Multimedia Protocols, e.g. H323, H261, H263, G.711, G.729, T.120, RTSP, etc.
· Toshiba CIX 1200 PBX administration
· Bosch BVMS administration
· Security Audits
· Computer Security Incident Response
· Network Intrusion Detection; 

· Host-Based Intrusion Detection
· Network Vulnerability Scanning
· Host-based Vulnerability Scanning
· Penetration Testing
· Forensic Analysis
Special Responsibilities

· Assist the System Engineers with related projects
· Monitors the network and computing assets for the proper security procedures, software, and signs of

compromise 
· Attends internal meetings to provide input and recommendations on issues that have an impact on the University security infrastructure

· Provides training to System Engineers, LAN Administrators and PC Technicians regarding the use of equipment, procedures, software and the installation of relevant components.

· Maintains a professional expertise by attending outside 


seminars/courses. 

· Must be available for 24 x 7 on-call support

Personal Attributes

•
Fast learner 

•
Ability to work as a team and sharing knowledge with others
•
Ability to work under pressure
•
Ability to spot/design new product opportunities or solutions
•
Experience writing technical reports, documentation 

•
Strong written and verbal communication skills

•
Capable of working effectively as a member of a team
•
Dedicated to personal professional development
•
Strong customer focus
•
An appreciation of the regional character of the University and of its regional responsibilities
Competency

To perform in the job successfully, an individual must demonstrate the following competencies.

· Be Analytical – Synthesize complex or diverse information, collect and research data and use intuition and experience to complement data
· Problem Solving - Identify and resolve problems in a timely manner by gathering and analysing information skillfully
· Oral Communication - Speak clearly and persuasively in positive or negative situations. Listen and get clarification where needed. Respond well to questions and participate in meetings
· Written Communication - Write clearly and informatively
· Change Management – Develop workable implementation plan communicating the change effectively
· Quality Management - Look for ways to improve and promote quality at all times demonstrating accuracy and thoroughness
· Organizational Support - Follow policies and procedures, completing administrative tasks correctly and on time
· Strategic Thinking - Develop strategies to achieve the organizational goals always seeking to adapt strategy to changing conditions
· Judgement - Display willingness to make timely decisions, exhibiting sound and accurate judgment. Support and explain reasoning for decisions and include appropriate people in the decision-making process
·  Planning/Organizing - Prioritize and plan work activities to make efficient use of time and have the ability to perform multiple tasks simultaneously
·  Self-Motivated and Self Driven – Ability to plan work to deliver on projects & tasks with little supervision
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REMUNERATION PACKAGE 

ANNUAL SALARY RANGE: 

Network Systems Engineer: 
    Minimum: TT$239,544
    
    Maximum: TT$279,792
BENEFITS:
· Special allowance of 6% of basic salary;

· Transportation Allowance of TT$2,300 per month;

· Up to five economy class passages plus baggage allowance of US$3,000.00 (TT$ equivalent) on appointment and normal termination;

· Unfurnished accommodation at 10% or furnished at 12½% of basic salary, or housing allowance of 20% of basic salary to staff making own housing arrangements;

· UWI contribution of equivalent of 10% of basic salary to Superannuation Scheme; 

· Annual Study and Travel Grant (available after first year of service); -TT$20,717.00 per annum

· Institutional Visit Allowance – TT$ 7,200.00 per annum

· Book Grant – TT$5,400.00

· Contributory Health Insurance and Group Life Scheme- 50%
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