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Abstract: Critical Infrastructures (CIs) are essential assets used to maintain vital societal functions, for example utilities 
such as power, water, gas, and telecommunication networks. CIs comprise two main parts, namely a: Cyber component 
and a Physical component, which allow them to operate. Therefore, the occurrence of faults or attacks in either domain 
can result in the disruption of services, causing negative impacts beyond the system itself. The purpose of this article is 
to raise awareness within Trinidad and Tobago and, by extension, the Caribbean on the importance of maintaining 
resilient and cyber secure CIs for the purpose of critical infrastructure protection (CIP) given the current situation. A 
review of past incidents from 2012 - 2022 taken place both regionally and internationally is discussed, with major 
emphasis on those occurring in the Caribbean region. These incidents have been presented from the perspective of faults 
and cyber-attacks affecting CIs resulting in the disruption of services. In responding to frequently occurring scenarios, 
recommendations on the way forward have been proposed. 

Keywords:  Critical Infrastructures (CIs), Critical Infrastructure Protection (CIP), Resilient Control, Cyber-attacks, Fault 
Tolerant Control 
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CI – Critical Infrastructure 
CIP – Critical Infrastructure Protection 
CRU – Curacao Refinery Utilities 
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1.  Introduction 
In the last 25 years, several reported faults (Tamronglak 
et al., 1996) and cyber-attacks have become a source of 
significant concern internationally and regionally. This 
has raised the awareness of potential threats and their 
effects on the critical infrastructures (CIs) within Small 
Island Developing States (SIDs) locally and regionally. 
These CIs are more important now than ever due to the 
COVID-19 pandemic and the increased reliance placed 
on them. A prime example of major CIs would be the 
primary health care systems, suddenly being exhausted 
of their resources. Inherently, CIs consist of both a 
physical and cyber domain that work together to perform 
a specific objective. The physical domain can be 
described as the physical processes implemented for such 
systems. For example, the energy grid, chemical process 
equipment, offshore oil and gas platforms. However, 

these physical processes can be subjected to faults that 
negatively affect equipment and the overall system 
objective. The cyber domain can be viewed as the 
components that do not directly interact with the physical 
world, such as data computations, monitoring 
communications, and communication protocols. 
Similarly, if subjected to cyber-attacks, it disrupts the 
cyber domain and, in turn, the overall system. Therefore, 
both domains play an integral part in the daily operations 
of CIs given the nature of their dependency on each other. 
This article is divided into three sections. Section 1 
highlights the recent disturbances that have manifested 
themselves within local and regional CI from the 
perspective of faults and cyber-attacks. Section 2 
highlights the concerns surrounding faults and cyber-
attacks in the Latin America and Caribbean (LAC) 
region. Section 3 proposes a way forward based on 
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recommendations, and lastly, the research is concluded. 
To the best of the authors’ knowledge, no article has 
critically reviewed major CI incidents such as these that 
have taken place locally and in the wider Caribbean, with 
most cases focused on the English-speaking Caribbean 
islands and, by extension, countries within Latin 
America. The article aims to raise awareness for such 
situations and promote the need for resilient and cyber 
secure CI in the Caribbean in order to prevent the dangers 
that these issues present. 

 
2. Recent Disturbances Locally and Regionally 
CIs can be defined as complex, large-scale systems that 
require sophisticated supervisory control systems. These 
assets are essential for societal functions such as 
agriculture, water supply, public health, transportation, 
and electricity generation (Puig et al., 2016). Systems 
such as these can be subjected to disturbances that may 
affect their operation daily, resulting in critical situations. 
A disturbance can be described as a state in which the 
regular operation of any given system is affected. This 
article looks at two significant disturbances: 1) faults and 
2) cyber-attacks. A fault can be described as the deviation 
of some specified parameter, whether performance 
indices or control objective from an acceptable value. 
Naturally, a fault can then lead to failure when not 
handled promptly. 

In comparison, failure can be described as the 
system's inability to meet its intended objective under 
specific conditions. Therefore, failure by definition can 
be considered more detrimental as compared to a fault. 
Several faults have occurred locally and within 
neighboring Caribbean islands, which have resulted in 
unfavorable situations. These faults have been well 
studied in literature internationally (Haes Alhelou et al., 
2019). Table 1 shows some of the significant power 
outages around the globe and their associated reported 
causes. 

 
2.1 Faults Locally and Regionally 
Studies have focused on power outages and their 
associated faults internationally. However, little attention 
has been placed on documented cases related to the 
Caribbean region. This section reviews past faults which 
have resulted in power outages within the LAC region. 
The following cases have been reported between the 
years 2013-2022. Over the years, Trinidad has 

experienced various power outages due to different 
situations, such as in 2013 (Kowlessar, 2013; Parasram, 
2013). The root cause of the problem originated at 
Phoenix Park Gas Processors Limited which affected gas 
delivery to power generation units and their dependent 
sources. Similarly, in 2019, two significant nationwide 
power outages were recorded across Trinidad. On the 
29th of May 2019, the first incident occurred where two 
power dips were experienced originating from the 
Desalination Company of Trinidad and Tobago 
(DESALCOTT) as a result of generator malfunction 
(Trinidad and Tobago Weather Center, 2019; Doughty, 
2019). The second incident occurred in September, 
which affected Tobago. The issue originated from Cove 
Eco-Industrial Business Park, causing machines to go 
offline (Sambrano, 2019; Loop News, 2019). Recently in 
2021, various locations across Trinidad were without 
power due to an issue that originated at one of the power 
plants (CNC3, 2021; Trinidad and Tobago Guardian, 
2021b; TTT News, 2021). A similar situation was 
experienced in Tobago during maintenance work. A 
transformer tripped along with the lines from the Milford 
Bay Substation resulting in a power outage (Trinidad and 
Tobago Guardian, 2021a). 

One of the most recent situations was a 12-hour 
nationwide power outage which occurred on the 16th of 
February 2022. The source of the issue was reported as a 
fault which caused T&TEC’s 220 KV lines to trip, 
causing generation units to go offline (T&TEC, 2022). 
The water distribution as well as communication network 
within Trinidad was also impacted negatively. Jamaica 
has also experienced two severe power outages that took 
place in 2016. The first occurred on the 17th of April  and 
the second incident took place on the 27th of August  
which was caused by a fault on the transmission system 
(Office of Utilities Regulation, 2017). In 2019, the 
Barbados Light and Power Company sustained power 
outages due to switch failure in one of the (Spring 
Garden) substations, while subsequent to that, due to a 
fault on one of its generating units (Phillips, 2019; BLPC, 
2019). Similarly, Belize had several documented cases 
during 2016 - 2022. In each of these cases, different parts 
of Belize were reportedly affected by different faults. 
Areas such as San Pedro town (Belize Electricity 
Limited, 2016a) and Caye Caulker sustained power 
outages that lasted up to seven (7) hours (Belize 
Electricity Limited, 2016b)  and in some situations  over 

 
 

Table 1. Significant Power Outages across the world  
Country Region Date Duration 

(hours) 
Affected People directly/ 

indirectly (million) 
Reported Causes 

Brazil 4th Feb 2011 16 53 Transmission line fault and fluctuated power flow 
Holland 27thMarch 2015 1.5 1 Plant technical fault 
Turkey 31stMarch 2015 4 70 Power System Failure 
Ukraine 21st  Nov 2015 6 1.2 Power System Failure 
US (NY) 1st March 2017 11 21 Cascading failure in transmission system 

Sudan 10th Jan 2018 24 41.5 Cascading Failures 
  Source: Abstracted from Haes Alhelou et al. (2019) 
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Table 2. A Compilation of Reported Incidents for the LAC Region 
Ref. Country Year of 

Occurrence 
Affected Organisation Reported Causes Effect of Situation 

Trinidad and Tobago 
Guardian, 2020 

Trinidad July 2020 Methanol Holdings Pipe Failure Shut down of Operations 

WASA, 2018 Trinidad 
 

February 2018 Point Lisas 
Desalination Plant 

Problem with internal 
control systems 

Affected water supply to 
residents within Trinidad 

Loop News, 2020 Barbados 2020 Barbados Light and 
Power Company 

Limited 

Fault on the distribution 
system at the St. Philip 

substation 

Power outage to several areas St 
Philip, St John 

St George 
Belize Electricity 

Limited, 2019 
Belize 2019 Caye Caulker Failure of one of the 

generating units  
Loss of Power resulting in load 

shedding 
Belize Electricity 

Limited, 2022 
Belize 2022 Caye Caulker Failing electronic 

equipment 
Seven (7) power outages 

Curacao Chronicle, 
2016 

Curacao 2016 Curacao Refinery 
Utilities 

Issue with gas turbine at 
the CRU plant facility 

Two successive power outages 
affecting residents 

Curacao Chronicle, 
2018 

 

Curacao 2018 Tera Kora substation 
and Zegu substation 

Issue was not identified Large part of the island was 
without power for 

approximately one hour 
 

Table 3. Some Documented Cyber-attacks 
Attack Situation Descriptions of the Events 
Siberian Pipeline 
Explosion (1982) 

The first reported cyber security incidents involving a CI was the Siberian Pipeline Explosion which occurred in 1982. 
The intruder inserted a Trojan horse into the SCADA system. 

October (2017) The Australian Government revealed that hackers compromised an Australian national security contractor in 2016 and 
stole large amounts of sensitive data. 

January (2020) 
 
 

Mitsubishi announces that a suspected Chinese group had targeted the company as part of a massive cyberattack that 
compromised personal data of 8,000 individuals as well as information relating to sensitive projects. 

May (2020) Cyber criminals managed to steal $10 million from Norway’s state investment fund in a business email.  
February (2021) Ten members of a cybercriminal gang were arrested after a campaign where stole more than $100 million worth of 

cryptocurrencies. 
Sources: Adapted from Sánchez et al. (2019) and CSIS (2021) 
 
 
the course of three (3) days (Belize Electricity Limited, 
2021). Like Belize, Dominica has experienced two island 
wide power outages in 2015 due to a fault at its Sugar Loaf 
plant (Anon, 2015).  

 In 2019, a failure in the regional electrical 
interconnection system affected Honduras, Nicaragua, 
Guatemala and El Salvador (The Tico Times Costa Rica 
News, 2019). There have also been incidents reported in 
Curacao. The island suffered three successive blackouts 
(Neaves, 2020). In addition to these previously mentioned 
events Curacao sustained two power outages in 2019 
(Nu.nl, 2020), two in 2020 and another in 2021 
(Aquaelectra, 2021). St Lucia has also suffered major 
power outages. These blackouts experienced on the island 
occurred during 2019-2021. The island experienced three 
major island wide power outages as a result of various 
faults (Joseph, 2019 and 2021; Gaillard, 2020). These 
scenarios prove to be a concern for daily operations. Table 
2 contains additional reviewed incidents, which have not 
been discussed previously.  
 
2.2 Cyber-attacks Locally and Regionally  
Cyber-attacks can be defined as an offensive maneuver 
that targets computer information systems, computer 
networks, infrastructures, personal devices, leading to 
potential loss and harm (Ekici and Altun, 2014). 
Internationally, Cyber-attacks have become more 

prevalent and have proven to be of significant concern. 
Over the years (1982-2021), several cyber-attacks have 
been documented (see Table 3). The previously 
mentioned incidents give a brief description of the cyber-
attacks performed and the effects on various countries and 
organisations. It is evident that cyber-attack incidents are 
escalating and becoming very frequent. This section aims 
to review cyber-attack incidents for the LAC region for 
the period 2012-2022 and by extension, raise the level of 
cyber awareness. In 2012, several eastern Caribbean states 
were reported as attacked, such as Trinidad and Tobago, 
Dominican Republic, and Barbados. Trinidad and the 
Dominican Republic were subject to cyber-attacks which 
affected their government websites (Bureau of 
Democracy, 2012). Barbados experienced denial of 
service attacks affecting Lime Barbados’s broadband 
network customers.  

At the end of September 2012, over 1,000 cyber-
attacks were reported to the cybercrime investigation and 
research unit, while 229 websites were reported as 
attacked, including government, private sector companies 
and tertiary institutions within Jamaica. Digicel was also 
subjected to cyber-attacks during 2012-2013. An attacker 
gained access to the company’s database and stole 
sensitive information. In 2013, Barbados police were 
reportedly investigating missing data from the oil 
industry, while in the same period cyber-attacks had 
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targeted government agencies, financial institutions and 
private businesses. Within the same year, two Bulgarian 
nationals reportedly stole over US$ 150,000 from ATMs 
(Minto-Coy et al., 2018).  Cyber-attacks initiated by 
hackers were also reported affecting various government 
websites within the Caribbean such as Jamaica (JIS, 
2015), St Vincent (CARICOM, 2015) and the Bahamas 
(BIS, 2015). A similar situation developed in 2019 which 
affected 11 Trinidad and Tobago government websites, 
which were breached by Brazilian hackers resulting in 
these sites being temporarily, disabled (Neaves, 2019).  

The government of Bahamas in January 2020, 
reported a cyber-attack which affected the registrar 
general’s filing information executed by a malicious 
group (OAGMLA, 2020). The previously mentioned 
incidents show a trend of emerging and frequent attacks 
on various countries within the Caribbean. A report 
released by Microsoft presented data for the period 
January to March 2017 (OAS, 2018). The data revealed a 
malware encounter rate which was higher than the global 
average. Figure 1 shows the encounter rate experienced 
per country. A similar article (Toapanta et al, 2019) 
focused on cyber security for the LAC region. The article 
presented different cases of cybercrimes in Ecuador for 
2017, based on location and the types of cyber-attacks, as 
seen in Figure 2. Essentially, 530 cases were reported 
where the Pichincha area sustained 145 cases, 24 cases in 
Manabi, 22 cases in El Oro, 18 cases in Guayas followed 
by the rest of the Provinces which reported smaller cases 
which were aggregated.   

The popular crimes reported were that of personal, 
business and government theft. Additionally the cyber-
attacks most used and registered in 2018 by banks within 
the LAC region can be seen in Figure 3. Figure 4 shows 
the number of web application attacks in the Caribbean in 
June 2019 based on targeted countries. Puerto Rico 
recorded the most significant number of attacks followed 
by  Dominican Republic,  Bahamas,  Jamaica,  Haiti, and 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Figure 1. The Encounter Rate Experienced per Country from 

January to March 2017 
Source: Abstracted from OAS (2018) 

  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Figure 2. The Percentage of Cases of Cybercrime in the Country of 
Ecuador in 2017 (Source: Abstracted from Toapanta et al. (2019)) 
  
 
 
 
 
 
 
 
 
  
  
 Figure 3. Cyber-attacks Affecting Banks in the LAC Region 2018 

Source: Abstracted from Toapanta et al. (2019) 
 
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 4. The Number of Web Application Attacks Recorded in 
June 2019 (Source: Abstracted from Statista (2021)) 

  
 
Cuba. The Caribbean has been highlighted as one of the 
locations being targeted by ransomware attacks (Hitachi 
Systems Security, 2020). One prime example of such an 
incident occurred in late October 2020 that affected one 
of Trinidad and Tobago’s largest conglomerates. A cyber 
security incident which originated in Barbados migrated 
to Trinidad, resulting in 17,000 critical files being leaked 
causing disruptions in its subsidiaries’ operations. There 
was a noticeable increase in advertisements for stolen data 
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from LAC organisations involving ransomware which 
increased to 550% from the first quarter of 2020 to the 
first quarter of 2021 (Caparros, 2021). Figure 5 depicts the 
websites associated with more than 15 different varieties 
of ransomware advertising data allegedly stolen from 
regional organisations. 

 
 
 
 
 
 
 
 
 
 
 
 
  
  

 
Figure 5. The Percentage of Ransomware Data Theft ADS in LAC 

by country. Source: Abstracted from Caparros (2021) 
 
 

The Trinidad and Tobago Cyber Security Incident 
Response Team published an advisory notice, 
highlighting that an increase in ransomware attacks 
targeting Caribbean organisations had been detected 
(TTCSIRT, 2020). In addition to ransomware, various 
schemes within the LAC region were reportedly being 
used to trick individuals and businesses into transferring 
money known as social engineering attacks (Caparros, 
2021). Massy Stores suffered a cyber-attack causing a halt 
in their business operations of over 21 branches which 
occurred on the 28th of April 2022 (MST, 2022).   
   
3. Concerns Surrounding Faults and Cyber-attacks in 

the LAC Region 
3.1 Concerns Surrounding Faults 
In the previously mentioned incidents reviewed in Section 
2, there have been quite a number of power outages which 
have been caused due to various types of occurring faults. 
One of the major concerns for such situations, which have 
become apparent is the aspect of interdependencies. 
Essentially, this can be thought of as a connection between 
two or more infrastructures, where the state of one 
influences the other (Rinaldi et al, 2001). Therefore, in 
such a situation as it relates to CIs there may exist bi-
directional relationships between other CIs and so 
naturally when one system is affected the dependent 
sources will experience the effects indirectly due to the 
nature of the event taking place. Hence, the effects can be 
felt over large geographic regions and by extension have 
an impact nationally and globally. It is important to fully 
understand that there exist various types of 
interdependencies, such as Physical, Cyber and 

Geographical and their major differences. Physical 
interdependency can be considered as where the state of 
each is dependent on the material output of the other, 
while cyber interdependency can be defined as where the 
state and operation of the system is dependent on the 
information transmitted.  

Geographic interdependency can be defined as 
whereby the local environment can affect changes in all 
systems within the area (Ouyang, 2014). Identification of 
such dependencies can be considered a key step into 
understanding the complex interconnections which may 
exist between CIs. As a result of such interdependencies, 
another major issue which has been brought to the 
forefront is that of power failure. Power failure, based on 
reported cases highlighted in Section 2, has been widely 
caused by faults leading to failures within the CI. 

Failure of Power systems can be seen as critical as 
human activities are dependent on power supply, which 
can be devastating (Haes Alhelou et al., 2019). Such 
blackouts can lead to social, economic and political 
impacts which may affect all systems. Therefore, it is 
evident that the interdependencies, which exist when 
coupled with the nature of the fault, may produce 
cascading blackouts. In such a situation the power outage 
starts as a single system failure and propagates throughout 
the entire system. It is imperative that faults be handled in 
a timely manner as if not done the effects can be 
detrimental.  
 
3.2 Concerns Surrounding Cyber-attacks 
The previously mentioned situations highlight the 
frequency, magnitude and types of cyber-attacks within 
our region, which is clearly becoming a major concern 
from the perspective of cost and damage. In 2016, it was 
reported that the LAC region became a new frontier for 
cyber-attacks at an estimated cost of $US90 billion per 
year while, 12% of distributed denial of service attacks 
(DDoS) were reported as having targeted this region and 
was on the rise (Jessop, 2016). PricewaterhouseCoopers 
(PWC) reported that Caribbean firms were not paying 
enough attention to cybersecurity risks (Curaçao 
Chronicle, 2017), given the increasing ransomware 
attacks affecting organisations. In addition to ransomware 
attacks our region has been plagued with a wide variety of 
attacks such as Web application, phishing, DoS and even 
malware attacks. Web application attacks have been 
mentioned quite frequently in most of the reported cases 
making it one of the most popular cyber-attacks within our 
region.  

In 2021, the 24th Annual Global CEO Survey for the 
Caribbean explored the views of 5050 chief executives 
with Cyber threats listed as one of the top concerns due to 
high profile cyber-attacks. Figure 6 highlights the areas of 
concern (PwC, 2021). The Global Cybersecurity Index 
(GCI) can be used as indicator that measures the 
commitment of countries to cyber security in order to raise 
cybersecurity awareness (GCI, 2019). Table 4 compares 
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the GCIs for 2018 and 2020 for nations within the 
American Region. The first comparison shows that in 
2020 Jamaica’s index was calculated as 32.53, which 
reduced by 8.17 from its 2018 index of 40.7. The table 
also shows that for every country highlighted, their global 
associated rank dropped over a two-year period with the 
exclusion of St Kitts and Guyana.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 6. The Top Concerns from the 24th Annual Global CEO 
Survey conducted in 2021. Source: Based on PwC (2021) 

 
Table 4. Global Cybersecurity Index Comparison for 2018 

Country Name Overall Score Regional 
Rank 

Global 
Rank 

Jamaica 32.53 (▼8.17) 15 (▼4) 106 (▼12) 
Antigua and 
Barbuda 

15.62 (▼9.08) 23 (▼6) 142 (▼29) 

Trinidad and 
Tobago 

22.18 (▲3.38) 20 (▼1) 125 (▼2) 

Barbados 16.89(▼0.41) 21 (▼1) 139 (▼12) 
St. Vincent & the 
Gren. 

12.18 (▼4.72) 28 (▼7) 154 (▼25) 

Bahamas 13.37(▼1.33) 24 (▼2) 147 (▼14) 
Grenada 9.41 (▼4.89) 31 (▼8) 163 (▼29) 
Guyana 28.11  (▲14.9) 17  (▲8) 114  (▲24) 
Saint Lucia 10.96  (▲1.36) 29  (0) 158 (▼9) 
St Kitts and Nevis 12.44  (▲5.94) 27  (▲3) 153  (▲4) 
Dominica 4.2 (▲2.3) 34  (▼1) 174   (▼2) 

 Sources: Abstracted from GCI (2019 and 2021) 
 
 

In 2019, a conference on cybercrime strategies for the 
Caribbean was conducted with the aim of creating a 
regional response to combating cybercrime by identifying 
the elements required for an appropriate strategy 
(CARICOM, 2019). The conference highlighted that most 
Caribbean countries were at an elementary stage when 

dealing with cyber-crime. In other cases, there was no 
cyber-crime legislation established by some participants, 
while some of the neighboring countries did not provide 
any data. Table 5 lists the Caribbean nations that contain 
a national cyber security strategy and the ones currently in 
the development stages, thus, exposing the region’s 
growing inability to address cyber-attacks. These 
previously mentioned scenarios highlight the gap that 
exists as it relates to CIP and the issues which countries 
within the Caribbean face.   
 
4. Recommendations for the Way Forward 
Based on the previously highlighted scenarios and 
concerns surrounding cyber-attacks and faults, it is 
imperative CIs be protected from such disturbances. It is 
clear that the LAC region faces significant adversary 
activities and so organisations operating in our region 
should be very weary of this dynamic environment. These 
incidents, as mentioned earlier (faults/cyber-attacks), 
especially in the case of cyberattacks, are getting 
increasingly complex and possibly detrimental due to the 
level of interconnectedness of the cyber and physical 
domains. Keeping these concerns in mind, this section 
proposes recommendations to help alleviate situations in 
the presence of such disturbances.  

It is critical to understand that hackers who in most 
cases are the initiators of cyber-attacks do not follow any 
rules or guiding principles, making it a difficult situation 
to handle. Therefore, the need for having resilient cyber 
secure CIs is essential for not just CIs but organisations 
large and small, be it from public or private sector. The 
owners and operators of CIs and by extension, businesses 
must understand the potential risks, and ensure that 
improvements are made to the physical and cyber domains 
from the aspect of fault tolerance and cyber resilience. In 
order to attain some level of cyber resilience, the 
development of a proper defense mechanism is required 
and so three components must be considered: 1) 
Prevention, 2) Resilience and 3) Attack Detection and 
Isolation mechanisms. Prevention mechanisms have been 
used to alleviate against attacks, starting at an infiltration 
stage stealing vital information from the system which 
may be used to perform future attacks. Prevention deals 
with postponement of the attack (Dibaji et al., 2019). 
Essentially, prevention  mechanisms  can be grouped into 
two categories:  1) Cryptography  and  2) Randomisation. 

 

Table 5. Caribbean and Latin America Countries Containing a Cyber-security Strategy and Those in the Developmental Stage 
Countries Country with a National 

Cybersecurity Strategy 
Countries Developing a National 

Cybersecurity Strategy 
Trinidad and Tobago Yes (2013) Guyana Yes 
Dominica Republic Yes (2018) Suriname Yes 

Jamaica Yes (2015) Ecuador Yes 
Panama Yes (2013) Peru Yes 

Costa Rica Yes (2017) Belize Yes 
Colombia Yes (2016) Barbados Yes 
Guatemala Yes (2018)   

Source: Abstracted from IDB (2020) 

 



A. Mohammed et al.: The Exigency for Resilient and Cyber-Secure Critical Infrastructure in the Caribbean 

 

41 

Cryptography is the science of constructing and analysing 
protocols that prevent third parties from reading private 
messages (Nadia and Sadkhan, 2020). Cryptographic 
algorithms make use of the encryption/decryption process 
of messages.  

Encryption is the process of encoding information 
from sender to receiver ensuring no third party can 
retrieve the transmitted information. Decryption is the 
reverse process of encryption which decrypts the 
information using a secret key that can only be 
manipulated by the sender/receiver (Laad et al. 2021). The 
cryptographic system contains the following basic basic 
components: 1) Plain text, 2) Cipher text, 3) Encryption, 
4) Decryption, and lastly 5) Key.  

Figure 7 gives a description of the encryption process.  
There are two types of encryption techniques, symmetric 
cryptography which is also known as shared secret 
encryption due to its encryption and decryption keys being 
the same. The second is known as asymmetric 
cryptography. In this type of encryption the key is divided 
into two different keys known as a public and private key. 
The information is encrypted by the user’s public key 
while it uses its private key to decrypt the information 
(Arora, 2022).  Recent literature (e.g., Hamouda (2020) 
and Patil et al. (2019)) put forward potential solutions for 
cryptography.   Tables  6  and 7   show   the   comparison 
 
 
 
 
 
 
 
 
 
 

 
Figure 7. The Encryption/Decryption Process 

  
 

between symmetric and asymmetric algorithms.  
Randomisation is used as a defensive tool to confuse 

the potential attacker and has proven useful whenever the 
predictability of the system may be manipulated by the 
attackers to obtain key information (Wang et al., 2020).  
Randomised algorithms have been very useful in a range 
of mathematical and algorithmic problems also being 
considered a robust control technique (Dibaji et al, 2019) 
which has been deployed over the years. Randomisation 
of data has proven to be successful as it relates to 
providing confidentiality. There are quite a number of 
methods which has used randomisation as a means of 
handling cyber-attacks over the years. These attacks 
include memory error attacks (Cadar et al, 2008), buffer 
flow attacks (Fen et al, 2012), attacks from botnets (Al-
Jarrah et al, 2015), attacks targeting known static 
attributes of network devices and systems (Chavez et al, 
2015), SQL injection attacks (Perkins et al, 2016), single 
step and iterative attacks (Xie et al, 2017), code reuse 
attacks (Yun et al, 2020) and adversarial examples which 
can affect deep neural networks (Lee et al, 2022).        

Resilience can be thought of as a characteristic defined 
by its ability to withstand and recover from undesirable 
events (Wei and Ji, 2010). This characteristic may not be 
inherent and may require integration into the control 
system design and by extension brings about the topic of 
Resilient Control Design. Resilient Control is currently 
being investigated as means by which cyber-attacks can 
be dealt with (Yuan, Sun and Liu, 2015; Zhao et al., 2022). 
A resilient control system is one that maintains state 
awareness and an accepted level of operation normalcy in 
response to disturbances, including threats of an 
unexpected behaviour (Rieger, Gertman and McQueen, 
2009). 

There have been several popular resilience 
mechanisms which can be used as: 1) Game theoretic 
approaches, 2) Event triggered control and 3) Trust based 
approaches are just to name a few.  Game theory methods 

 

Table 6. Comparison of Different Symmetric Algorithms 
Methods DES 3DES AES IDEA Blow Fish 
Structure of 
Algorithm 

Balanced Feistel Feistel Substitution, 
Permuation 

Lai Massey 
scheme 

Feistel 

Advantages Short key Improved encryption of DES Larger encryption, 
faster than 3DES 

More secure than 
AES 

Not prone to attacks 

Disadvantages Simple encryption, 
short key, slow 

Slower than DES, susceptible 
to theoretical attacks 

Susceptible to side 
channel attacks 

Frail keys Considered quicker aside 
from changing keys 

Source: Adopted from Chandra et al. (2014) 
 
 

Table 7. Comparison of Different Asymmetric Algorithms 
Methods Diffie-Hellman RSA DSA ECC 
Structure of Algorithm Discrete logarithmic Integer factorisation Digital Signature Elliptical curve 
Advantages Short key, fast algorithm Difficult to decipher 

private key 
Very fast and provides non 
repudiation and 
authenticity 

Larger key with faster speed, 
and consumes less power 

Disadvantages Requires short time to 
decipher key. Susceptible to 
Man-in-the-Middle Attack 

Complexity of key 
generation 

Short lifespan of keys Higher complexity and 
increases size of message 

Source: Abstracted from Chandra et al. (2014) 
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focus on strategic interaction between multiple decision 
makers known as players. The player aims to optimise 
their objective functions which are dependent on their 
choices within the game. Game theory allows for a 
powerful modeling tool which helps describe interactions 
between players (Mohammed et al., 2022). Game 
theoretic approaches depend on the structure of the system 
or based on the type of malicious action which is acting 
on the cyber layer. The first approach is to model the game 
tailored for the system under consideration (Sanjab et al, 
2017). The second is to model based on the type(s) of the 
attacks (Dibaji et al., 2019; Miao et al., 2018). 

Even triggered control (ETC) has been receiving 
increased attention for real-time control systems. This 
type of control allows the control law to be only executed 
as needed as compared to time-triggered control. Hence, 
ETC is known for reducing the number of control tasks 
while maintaining the system's stability. It can be 
considered reactive and can generate a sensor sampling 
and control actuation when plant states deviate from a 
predefined threshold (Heemels et al., 2012). ETC is being 
used as a method for handling cyberattacks. Based on the 
frequency of attacks, event-triggered schemes are more 
appropriate than time-triggered methods for increasing 
resilience. There are a number of existing event triggered 
communication mechanisms which can be used to handle 
cyberattacks such as Denial of Service (DoS), False Data 
Injection (FDI), and Hybrid attacks. These methods may 
include communication strategies such as hybrid-
triggered (HTS), adaptive event-triggered (AETS), 
dynamic event-triggered (DETS), memory-based event-
triggered (METS), switching-like event triggered 
(SLETS), and stochastic event-triggered (Wu et al., 2022). 
Table 8 shows the associated cyberattacks and the event-
triggered schemes used for each strategy.  

Trust can be viewed as a relationship between two 
entities where one is considered the evaluator (trustor) and 
the other is evaluated (trustee). Trust is a relationship 
established between participating entities facilitated by 
network activities. The relationship is based on the former 
interactions and the behaviour exhibited by the 
participants within the network. 

A node may acquire a cumulative value which 
represents the node’s reputation in the given network. 
Trust modeling helps with the development of functional 

Table 8. Cyber Attacks and Associated Communication Strategies 
Cyber 
Attacks 

Event Triggered 
Method 

References 

DoS SLETS 
SETS 

(Peng and Sun, 2020) 
(Peng et al, 2021) 

FDI AETS 
METS 

(Qi et al, 2021) 
(Wang et al, 2020) 

Hyrbid HTS 
DETS 

Wu et al,2020 
Zhang et al 2021 

Source: Abstracted from Wu et al. (2022) 
 
 
parameters that will facilitate aspects such as 
trustworthiness, user-friendliness and reliability 
(Muzammal et al., 2020). The aspect of trust should be 
maintained at three levels: 1) data perception, 2) 
communication and 3) data fusion (Souissi et al., 2019). 
There are different trust models which can be used such 
as the Markov chain model, Arithmetic/Weighting, 
Directed and Undirected graph-based, Swarm 
intelligence, Neural Network, Probability based, Fuzzy 
based, Entropy, Game theory and lastly Bayesian trust 
model (Shayesteh et al., 2020). 

Trust-based approaches have been investigated for 
scenarios not only limited to cyber-security but also in 
compromised sub-systems. This approach is comparable 
to redundancy-based approaches such that, if the numbers 
of attacks are not significant, then accurate data can be 
transmitted by trusted nodes within the system (Dibaji et 
al., 2019). Table 9 highlights some of the methods used 
for trust based approaches.  

 Lastly, attack detection and isolation is very 
important for a proper defense mechanism. It is 
imperative that these cyber-attacks be detected and 
located in a timely manner such that the damage sustained 
to the system can be controlled. Therefore, ensuring CIs 
have the ability to detect the deviation of its systems states 
plays a crucial role in maintaining the performance of the 
CI (Ding et al., 2018). Some of the popular attack 
detection and isolation strategies may include: 1) 
Weighted least squares approach (Pei et al., 2021), 2) 
Quasi Fault Detection and Isolation (Taheri et. al, 2020) 
and 3) Bayesain detection with binary hypothesis (Han et 
al., 2021). 

For measurement data, a weighted least squares 
(WLS) approach is one efficient scheme for the defense 
of attacks.  The  weighted  least  squares approach  uses a 

 

Table 9. Methods Using Trust-based Approaches for Defending against Cyber Attacks 
Techniques Attacks Considered Pros and Cons 
Trust based RPL protocol (Airehrour et al, 2018). Black Hole attack, 

Selective forward 
attack. 

Evaluation for colluding attacks, energy consumption and 
E2E delays.  
Significant packet loss rate, limited mobility of nodes. 

Trust for entities is computed using Bayesian Learning 
and Damper Shaffer Theory for data fusion and 
computing data trust (Shayesteh et al., 2019). 

Malicious Behaviour Data centric trust management.  
No consideration for dynamic mobile, and heterogeneous 
IoT environments 

Introduces trust evaluation for secure routing topology 
construction (Djedjig et al., 2020). 

Black hole attack, rank 
attack. 

Efficient in terms of Packet Delivery Ratio, energy 
consumption, rank changes and throughput. 
Lack of consideration for mobility factor. 

Source: Abstracted from Muzammal et al. (2020) 
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measurement residual that is usually constructed with the 
help of WLS observers and then compared to a 
predetermined threshold to determine the existence of an 
inaccurate measurement (Ding et al., 2018). This method 
is considered one of the most popular static state 
estimation methods which have been used for attack 
detection. Similar methods that fall under this category 
include the MF (median filter) and the ML (maximal 
likelihood) estimation (Du et al., 2022).  

There have also been dynamic state estimation 
methods which have been used to detect the deviation of 
its systems as seen in the Table 10. Bayesian detection is 
a traditional detection method as it has been widely 
applied in data fusion, in sensor networks subjected to 
cyberattacks (Ding et al., 2018). Statistical anomaly 
detection models have been becoming increasingly 
popular in the field of cyber security research. 

Some of the popular Bayesian models include: 1) 
Latent Dirichlet allocation (LDA), 2) Bayesian clustering, 
and 3) Poisson Factorisation. Bayesian models have the 
ability to represent uncertainty in a probabilistic manner. 
Making Bayesian methods attractive for incorporating 
them in anomaly detection frameworks as the uncertainty 
can be propagated to predictions resulting in them being 
more stable. Bayesian models also allow the combination 
of different types of information in a single framework 
which allows for a general form for reasoning known as 
Bayesian reasoning (Perusquía et al., 2022). 

Similar to that of cyber resilience, fault occurrence has 
resulted in mainly power outages from the reviewed cases. 
The use of Fault Tolerant Control should be incorporated 
into the design of CIs to help promote the robustness of 
systems to such disturbances.  

There are currently different types of FTC methods. 
The three main FTC methods are: 1) Passive Fault 
Tolerant Control (PFTC) methods, 2) Active Fault 
Tolerant Control (AFTC) methods and 3) Hybrid Fault 
Tolerant (HFTC) Control methods (Mohammed et al., 
2022). In a situation where the nature of any faults 
occurring is fully known, PFTCs can be utilised, 
executing the prior defined handling methods which prove 
to be a major advantage given the control methods use the 
same conditions in both fault and normal operations. 
However, this method is susceptible to faults which are 
not considered and accounted for in the design process 
and serves as a major disadvantage (Amin and Hasan, 
2019). One popular PFTC method is sliding mode control 
(Merheb, Noura and Bateman, 2013). It provides superior 
performance compared to other control structures but 
suffers from an issue known as chattering problem. Other 
methods which use PFTC include: 1) Linear quadratic 
control, 2) Fuzzy logic control, 3) Lyapunov based control 
and even control allocation that have been used in this 
type of design (Abbaspour et al., 2020).  

In a situation where the faults being experienced are 
unknown and cannot be accurately handled, AFTCs can 
be used. It uses a fault detection and isolation module 
along with a reconfiguration law to eliminate the effects 
of faults. Some popular approaches for AFTCs include: 1) 
Kalman Filter method (Yuan et al., 2017), 2) Observer 
based design methods (Wang et al., 2015), 3) Fuzzy Logic 
method (Liu et al., 2019) and 4) Artificial Neural 
Networks method (Yin et al., 2016). Table 11 gives a 
summary of these methods. 

Furthermore,   HFTCs  can  be  used  in  situations  to 
combine the effects of PFTCs and that of AFTCs to handle 

 
Table 10. A Comparison between Static and Dynamic Estimation Methods 

Category Methods Advantages Disadvantages 
Static WLS 

MF / ML 
Low time complexity 
Good implementation 

Low estimation accuracy 
Low suitability for large system design 

Dynamic  Kalman Filter 
Extended KF 
Unscented KF 

Good estimation accuracy 
Applicable to nonlinear models 
Good Detection rate 

High time complexity 
 
Easy Divergence 

Source: Abstracted from Du et al. (2022) 
 

Table 11. A Comparison of AFTC Methods 
FDI 
Methods 

Linear Process Nonlinear process Mathematical 
Modelling 

Advantages/ Disadvantages 

Kalman 
Filter 

Can be used for 
linear processes 
(Typical Kalman 
Filter) 

Can be used for 
nonlinear processes 
(Unscented and 
Extended Kalman Filter) 

Model based 
method which is 
required for FDI 

Considered robust, however considered to be less accurate 
when compared to other FDI methods. This would result 
false alarms. 

Observer Can be used for 
Linear Process 

Can be used for 
nonlinear process 
Nonlinear unknown 
input observer) 

Model based FDI 
method for 
detection and 
diagnosis 

Simple design and considered accurate, however modelling 
errors and uncertainties can result in slow detection and 
false alarms. 

ANNs Can be used for 
linear processes 

Can be used for 
nonlinear processes 

Data driven 
method used for 
FDI 

Considered highly accurate, requires no model for 
implementation. Requires a large amount of historical data 
from the system performance. 

Fuzzy 
Logic 

Can be used for 
linear process 

Can be used for 
nonlinear process 

Data based 
method for FDI  

Requires no model and so aspects such as disturbances, 
noise, uncertainties has no effect on the method. However, 
requires some expert knowledge of the system for 
implementation of rule base. 

Sources: Abstracted from Mohammed et al. (2022) and Thirumarimurugan et al. (2016) 
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both situations simultaneously (Amin and Hasan, 2019). 
HFTC operates on the basis of using a passive controller 
which can be exploited for safe and reliable control until 
a reliable controller is acquired based on the information 
generated by the FDI unit. Naturally, the controller has 
more time to attain information from the fault and so a 
reconfigured law can take effect (Tahri et al., 2018; 
Alsuwian et al., 2022). 

Adopting the previously mentioned FTC methods and 
the cyber resilience methods, allow CIs to handle a wide 
range of disturbances from the cyber and physical domain 
and by extension promotes CIP. In addition to these 
methods, there have been a number of best practices 
which can be used as a guide for CIP as suggested in 
(OAS, 2018). These practices include:  

1) Identifying the clear division of responsibilities 
which involves government leadership in 
accordance with multiple stakeholders working 
together to develop a CIP strategy. 

2) Creating a holistic approach using viewpoints from 
all sectors as the operation of CIs involves several 
entities such as public private sectors and academia. 

3) Development of frameworks guidelines and 
procedures coordinated by the government with 
emphasis being placed on risk management.  

4) Set a Security baseline which helps in managing 
cybersecurity risks.  

5) Supporting dynamic solutions which are able to rival 
the ever changing cyber environment.  

6) Fostering Trust between public private partnerships 
which facilitates the exchange of information in an 
open manner.  

7) Development of early warning mechanisms which 
minimises the impact of cyber-attacks.  

8) Investing into in human and technical resources such 
as cybersecurity as CIP requires experts from several 
fields of study. Therefore, this may require tertiary 
level institutions to offer extensive programmes 
within this field. 

9) Improve cyber resilience, and  
10) Participate in an international network.  

These practices have been advocated in literature 
(Brunner and Suter, 2008; OAS, 2009; CIIP, 2015; Luiijf 
et al., 2016; Garcia and Jeun, 2016; Barrett, 2018; Cheng 
et al., 2021) and can be used to give insight to CIP 
strategies. 

By application of these practices, CI organisations 
could foster a suitable defensive system. The 
disseminated knowledge of responsibilities and the 
concurring consequences would give a clear indication of 
the importance of fulfilling one’s roles and thus serve as a 
means in which incorrigible practices could be prevented. 
The government’s role by extension plays a bigger part in 
CIP being one of the bodies which are required to 
coordinate partnerships among sectors, both private and 
international, as well as update and disseminate 
information. Finally, the development of a continuously 
improved cybersecurity framework which serves as the 
main shield against cyber attacks at all stages from early 
detection and warning to prevention and 
isolation/handling is essential.  

Fostering competent personnel, forming industrial 
partnerships and developing cutting-edge technology are 
each equally costly. That with the addition of trust may 
prove to be even more difficult as there is a reluctance of 
companies to divulge trade secrets as well as exposing 
potential vulnerabilities that may exist within their 
infrastructure, as situations like these can be used in the 
context of experience gained to help better prepare for 
similar future events. There is a need to prioritise the 
aforementioned practices. One of the most important 
aspects is investing into human and technical resources to 
foster an intrinsic CIP workforce.  Table 12 provides some 
training solutions for Cyber Security and CIP. 

 It is also one of the options in which the benefit is 
directly obtained by the investing CI organisations. By 
achieving practice (8), this paves the way for developing 
a self-sustaining cybersecurity system since practices (4), 
(7) and (9) would be achievable based on the level of 
investment placed on training. The issue of trust varies 
based on the organisations involved, and further 
highlights the importance of the governing body that will 
be required to coordinate and manage partnerships to help 
foster the aspect of trust amongst participating entities. 
These partnerships will prove to be extremely useful from 
all aspects. The remaining practices involve government 
participation which will ensure CIP. 
 
5. Conclusion 
In this article, a detailed review of previous incidents that 
have taken place in the form of faults and cyber-attacks 
over the years has been conducted. The Caribbean region 

 
 

Table 12. Description of training solutions for Cyber Security and CIP 
Work Proposed Solutions Descriptions 
(Willems et al, 2011) Tele lab: system for hands on IT security 

training in a remote virtual lab environment 
Structured virtual training followed by detailed practical 
exercises  

(Tang et al, 2017) Interactive cyber security defense training 
inspired by web based learning theory 

Training attack and defense via a multitude of databases for 
facilitating vulnerability and exploitation.  

(Proctor, 2016) CS awareness Training Programme Efficacy 
Evaluation 

Awareness of need, stratification and possible future of CS 
measures. 

(Beuran et al, 2018) CyTrONE: integrated cybersecurity training 
framework 

Individual tailored training of attack, defense and forensic 
analysis of CS development in dynamic training environments. 

  Sources: Abstracted from Chowdhury and Gkioulos (2021
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is under attack and faces a difficult task related to CIP. 
Necessary measures such as policies and strategies must 
be put in place to help combat these incidents and mitigate 
the effects of such occurrences. Entities such as CI 
owners/operators and, by extension, businesses must see 
the need to maintain resilient cyber secure organisations 
given the ever-changing environment to ensure that daily 
operations are not affected. Resilient control and Fault 
tolerant control can be used as two critical methods to 
reduce the effects of such scenarios in accordance with the 
general guidelines proposed for CIP. Future work 
includes a second article which reviews and analyses the 
theory of fault tolerant and resilient cyber secure methods 
that will help protect CIs from adverse situations. 
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